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Objectives of the course: What you will learn

@
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Once you have completed this module, you will have learned about:

e Various financial schemes used by terrorist organizations
R -

¥ The role of social media in terrorist financing

The stages and various methods used in proliferation financing

How can proliferation financing be detected, prevented or disrupted
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Chapter 1

Countering the Fnancing of Terrorism

Various traditional and more modern financial
schemes terrorist groups use to raise money to
finance their operations

.dz Y2ZRNf A1A o0l fNY KITfA NJPf YPO G PNI
I f N Y M CD Chapter 2
dZ Y 2 R N f N y 7\ f 1_ I f N Y N y R ' S&r:ﬂnqth;jfam-nqoNcﬂlEs}tVofwmmby

2 LJS N\] a e 2 yt I NJP y. P -'F 7\ yl y a S ' Elﬁjiti&slﬁ!ﬂk}]ﬁ)foljor11|'IY?nl'm<|r:1k;r“dLLi)r :nj
1dzf f F yYRPLTEFNP eSOoAGEA 3 K . |
81 yOGSYft SNI KI{1PYRI o6Af 3
| f NY H

TTAYOA ol ft NYRSE yNT1ft SSNJ
YS{FYAT YFEFNPYPY yIaPt A
8l @8PfYlIAaPYPYy FAYIVYVAYIYPY
@S o06dz 1 NXYIOP] 2f 3dzydzy é
Sy3aSttSySoat SOSEAYA AyO

fF NPy &lePftYlIraPyPy TFAYL
SAyAz YN1fSSNI aAf | KE I NP
Z# tFyPtELFyY FENJEP &1 yiaSYt
3S dzENY Pt PL) yI aPt

SEAT @

f
S

""‘(/')>;U<O< QX
(j)>f—°_"">'f
(j)>(f)>r—° T« —
O(CD’Q_>“'R

l.j
e



COUNTERING THE FINANCING OF TERRORISM AND PROLIFERATION OF WEAPONS OF MASS

R
@ DESTRUCTION (WMDs) BY NON-STATE ACTORS Bt

Chapter 1

_ ~Understanding Terrorist
- Financing

T ENY M
¢SNI NNy CAYIl ya

- How terrorists finance their operations
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= Terrorist financing

41 1T NYY
¢ S NJ NN y -'F }\ y | y é Y | y P l_] I T=ronist fir land w1 &1 icom) yasses the means and mi 2 1o0s use

by terrorist organizations to finance activities that pose a threat
to national and international security.

CFard @3 Sy RSN FRGIE Y dlugd
ve dzf dza f INNONS VEERNIE 6 S O ddkri
eylemlerinifinanseetmek I Y I &6 RINE N
0 NI T Rigt K [keyriakvdeyl vy G Skeses they also need money
Walter [ | |j dzS dZREBR ¥gbl Wlodern
[fl S NJ Nﬁ@ﬁf&lﬁ &lﬁ\l\l detell OB Y It Té Mure « provides terrorist organisations the capadity to carry out their activities.

They have a wide-range of means and methods to do so. It is hence important

Zamandaparayada}\ K (i ﬂu@aﬂaﬁ) that you familiarize yourself with all of the diverse ways terrorists can raise

funds. Understanding how they raise these funds will assist you in developing
laws, procedures, tactics, and other mechanisms to stop terrorist finandng.

| ]
Modern terrorists do not live
by the enthusiasm alone,
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Legitimate Sources Criminal Sources
Personal donations Drug trade
Profits from businesses and charitable organizations Weapons smuggling
Fraud

Kidnapping for ransom
Extortion
Theft
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+ What is social media? == How does social media work?

on plus icons to leam more.

Geleceko A NRBF 2a Py Py BdalR bosyal Y SR & | tgpRiyf NT S N gfkisifin & | ya™ NS NI NNy
FAY I VIAYHF WRkis N |  N& §y IRGEobyaNPHR & VSN TFNMNV v & WH AT R I ydaif RPE
| T INdmaR S €A YV Y SREBsfaly SR e Ing2FyR ve§/dza Bt SanlarBak YWAS YI A RA NJ



~,¢ COUNTERING THE FINANCING OF TERRORISM AND PROLIFERATION OF WEAPONS OF MASS
& j DESTRUCTION (WMDs) BY NON-STATE ACTORS HH

Soclal medla

What is social media?

Websites and applications such as Facebook,
Instagram, Linkedin, Sina or Weibo that allow the
sharing of information and the creation of
communities through online networks of people

on plus icons to learn more.
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How does social media work?

Social networking uses social media sites to
create and maintain contacts and relationships
among individuals and groups connected by
friendship, kinship or common interests
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Social networks advertising revenue 2016.
(in billion U.S. dollars)

Social Media Users 2018
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1 billionusers 500 millionusers 160 million users

8 billion U.S. dollars

billion U.S. dolla
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ot & Soclal media & terrorist financing
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Terrorists and terrorist groups exploit the Internet and social

& \| | & - T ™ m media not only to commit terrorist acts, but also to facilitate a
eylemlerle usS N‘l EI\N l € f I I 6{1] © wide range of terrorist activities, including incitement,
. . radicalization, recruitment, training, planning, collection of
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information, communications, preparation, and financing.
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Security Council Counter Terrorism Committee
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i Social Media & Terrorist Financing .

Social media tools are increasingly used to raise funds for terrorist organizations. Because the use of social media is
rapidly growing, it is challenging for law enforcement to track and investigate activities because anyone with an
Internet connection can establish themselves as a terrorist financier.
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z Social Media & Terrorist Financing .

Online fundraising Contact names and
appeals phone number

Open call Bank transfer Philanthropy and
for terrorism support instructions charity campaigns
fronts

g ) Click on the icon to see a real life example of using social media for raising funds for terrorist activities.
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Soclal media & terrorist financing

A good example of terrorists using social media to raise
funds is that of Hajjaj Bin Fahd Al Ajmi. Al-Ajmi, who is
now listed as a terrorist by the United Nations 1267
sanctions regime, was responsible for raising money for
Jabhat al-Nusrah over Twitter. Al-Ajmi also made appeals
for donations over his Instagram account, which had
more than 1.7 million followers. Social media made it
easier for Al-Ajmi to raise money. Instead of having to
physically meet with more than one million people, Al-
Ajmi and people like him can reach a greater number of
people in no time on social media. Social media can also
lessen risks for online fundraisers. Instead of a face to
face solicitation meeting where law enforcement can
apprehend the financier, the financier can now hide
behind a Twitter handle.
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OlmakN’I‘ éyNEESilahlal‘é I L'araryk Terrorists have bought and sold weapons on social media platforms, like Facebook.
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It is Example of an "lllicit weapons for sale” page on a social media website
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i
' Traditional financing schemes used by terrorist organizations .
1. diversified income streams

2. diverse range of needs and overhead cost

0000

Legitimate Non Extortion and Kidnapping Drug. Human
business governmental taxation for ransom and weapon
Organization trafficking

@‘-J Click on the icon to view an example of how funds raised by terrorist groups were utilized to cover different costs.
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5!& ) COUNTERING THE FINANCING OF TERRORISM AND PROLIFERATION OF WEAPONS OF MASS s
k) Traditional Financing Schemes Used by Terrorist Organizations

In 2003, for example, the Australian Commonwealth
Director of Public Prosecutions, estimated that al-Qa‘ida
used only 10% of its income on operations. The other
90% was utilized to cover costs related to administering
and maintaining the organization, including the costs of

operating training camps and maintaining an
international network of cells.
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In the 1970s the Irish Republican Army (IRA), created a taxi
company, a drinking club, and breweries in an effort to
supplement its illegal means of income, such as through extortion.
The group also needed to establish legitimate cash-intensive
businesses in an effort to re-circulate its money which was
generated through illegal endeavors. The taxi company, in
particular, became a lucrative source of revenue, even more so
after a significant bombing operation against the Belfast's city-run
bus system was carried out. The bombings pushed people to the
IRA’'s taxi cab company because of fears they'd die in a bus
bombing. This maneuver gave the IRA a monopoly over
transportation in much of Belfast. Between January and June 1972,
after only six months of running the taxi cab company, which
consisted of 600 cab cars, the IRA's capital had amounted to more
than 1.5 million U.S. dollars.
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’f_-i F E COUNTERING THE FINANCING OF TERRORISM AND PROLIFERATION OF WEAPONS OF MASS -

@’] Now click on each tab to learn more about below financing schemes.

Extortion is the crime of obtaining money or property by threatening a victim's loved ones
or property, intimidation or false claim of a right

Taxation is the practice of collecting taxes from citizens based on their earnings and
property.

Kidnapping for Ransom

Click on the icon to see an example of using extortion and
tawation for funding for terrorist activities.

Drug, Human and Weapon Trafficking
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Terrorist groups such as ISIL have raised money through both extortion and
taxation to build its so-called caliphate. For ISIL, extortion and taxation
represent a less conspicuous and potentially superior means to raise funds
through complex and tightly controlled systems of taxes within ISIL-controlled
territories. These modes of finance allowed ISIL to maintain reliable sources
of internal funding minimizing as a result, reliance on foreign sources of
funding. ISIL demanded revenue from businesses controlled in its territory in
Syria and Iraq with heavy sanctions to delayed payments.

In 2015, the Financial Action Task Force documented how ISIL extorted its
captive population including Syrian and Iraqi civil servants who received
salaries from their governments. Civil servants would often drive to the
nearest government-controlled area to pick up their salaries and accept for
their own safety, that a cut of their salary be taken when crossing ISIL-
controlled check points.
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http://www.fatf-gafi.org/media/fatf/documents/reports/BPP-combating-abuse-non-profit-organisations.pdf

Most of al-Qa‘ida’s money for the
9/11 terrorist attack came from
non-profit organizations that were
either run by the group or
infiltrated amounting to more
than 30 million U.S. dollars a year
in the lead to 9/11.
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&4 Traditlonal financlal schemes used by terrorist organizations

9‘1 Now click on each tab to learn more about below financing schemes.

The unlawful taking away or transportation of a person against their will, usually in
furtherance of another crime:

Low level of investment

Low risk
Often produces quick financial retumns (Generates around 51 billion a year)

Politically motivated kidnapping for ransom of foreigners and journalists

Non-Profit Organizations

Kidnapping for Ransom

Click on the icon to see an example where ransoms of
kidnapping activities are used for funding for terronist activities.
Drug, Human and Weapon Trafficking
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At its peak in 2009, Somali pirates made more than 400 million U.S. dollars from kidnapping ships. These
kidnappings exemplified the evolution from traditional forms of piracy involving seizing cargo and selling it
back to the ship owner to ransoming the entire crew and holding the ship hostage instead. Kidnapping is a
lucrative source of finance for terrorists, criminals, and pirates operating on the high seas.
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@*] Now click on each tab to learn more about below financing schemes.

Drug, Human and Weapon Trafficking

+ Selling drugs, humans and weapons on the black market are three of the most
lucrative methods for terrorist financing
« Although the risk varies from country to country, huge profits can be generated.

¢ S NJ N Nkarbeisdadze dzo (i dzdabzOdishsatarakhemsanalhem3 S NBR Y & folRd € | @ . O { f

Bua | v i S VigiliGisklerder Nt | §/a5ally2 NHzy tvela] T i TNNEX Korlstd? beBerildrined | NB | SMRESYYS &
RSE A0 A RNE S YISSNININyadars Midr&borsal 6 f S B6=R2I1$ WS Bitlakelde ederler

¢ S NINWH NI & NgBs@lY | £ € {1 - NIEHyyakfld dPlarRlde ederler



In the 19705, an IRA member named Thomas Murphy built a farm that allowed him to raise various kinds
of livestock. He would smuggle livestock between the United Kingdom and Ireland in an effort to take
advantage of various subsidies offered by the European Economic Community. Moving livestock between
various European economic jurisdictions, allowed Murphy to take advantage of the subsidies and avoid tax
penalties.
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q-‘- ‘-i" Modern kidnapping trends

Today, kidnappers are adopting modern technology to affect the kidnapping and receive payoffs.

Politically motivated kidnapping of
foreigners and journalists

AVirtual §d r[g l{(es tﬂm(ﬁ'{ ajpd |reohfpthe extortion of

funds (i omn of a rans from the loved ones of a person

which the perpetrator claims (falsely) to have kidnapped. Itis

becoming increasingly commonplace as it requires little more than a

phone, some personal information about the alleged victim and their

loved ones (e.g. phone number), and the ability to extort the payment
fIﬂfa ransom through threats of harm against the alleged victim.

Click on the tabs to check out the modern trends of kidnapping which are gaining popularity
among kidnappers.
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Today, kidnappers are adopting modern technology to affect the kidnapping and receive payoffs.

Politically motivated kidnapping of

Virtual kidnapping Flash kidnapping R

Flash kidnappings, also known as express kidnappings, are also
gaining in popularity. This form of kidnapping consists in targeting
random victims held for brief periods in exchange for small ransoms .
Flash kidnappings are based on the 24 hour withdrawal limit placed
on the ATM cards industry-wide with kidnapped victims held 24 to
48 hours to maximize withdrawal amounts.

Click on the tabs to check out the modern trends of kidnapping which are gaining popularity
among kidnappers.
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|. Y' | (Ef 'F) ‘l I [0 2) "F) N JF) f Y‘ I é Today, kidnappers are adopting modern technology to affect the kidnapping and receive payoffs.

. . o . - - Politically motivated kidnapping of
Suriye, Yemen ve Mali ocel U P + Virtualkidnapping Flash kidnapping foreigners and journalists
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https://www.un.org/securitycouncil/sanctions/1267
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I. Funding II. Kidnapping lil.Exploitation of IV.Collection of V. Transmission of VI.Receipt and
requirement Operation Victim and Ransom Funds Ransom Disbursement
Negotiation of Ransom
1. Operational Phase 1. Predicate Crime 1. Cash . Wire Transfers Payment
2. Operations or 1. Cash Withdrawals . Third Parties
Maintenance 2. Valuables 2. Cash Deposits . Cash Couriers 1. Use of cut outs
3. ATM . Bag Drop
4. Bank Account . Hawalas
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Worldwide illicit trade involving the cultivation, manufacture, distribution and sale of illicit substances such as marijuana,

heroin, cocaine, and methamphetamine.
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Worldwide illicit trade involving the cultivation, manufacture, distribution and sale of illicit substances such as marijuana,
heroin, cocaine, and methamphetamine.

Widespread drug use and addiction and resulting divilian deaths.

Cocaine and Heroin Trafficking by
terrorist Organizations

Click to know more.
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The existence of linkages between narcotics trafficking and the financing of terrorism has been of concern to the
United Nations and international community for many years. While some evidence of such linkages exist, and has
been referred to in various resolutions of the UN Security Council when recognizing such links (e.g. Resolution
2195 (2014)* and Resolution 2482 (2019)**), the precise nature and extent of this is unknown.

In 2013, cocaine to the value of $1.25 billion was reported to have been trafficked through west Africa to Europe
amidst concern over the possibility of Al Qaida in the Islamic Maghreb’s (AQIM) increased involvement in the
drug trade (UNODC, 2013). A 2016 report commissioned by the European Union associated Al-Shabaab with
heroin trafficking, from ports in areas under its control to Europe and cocaine trafficking in Kenya. In 2017, Boko
Haram was reported to be facilitating heroin and cocaine smuggling across West Africa, whilst a UNODC Report
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https://undocs.org/en/S/IRES/2195%20(2014)

* https.//undocs.org/en/S/RES/2195%20(2014)

https://undocs.org/S/RES/2482(2019) " https://undocs.org/S/RES/2482(2019)
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Click here to see the examples how some terrorist groups have also directly
benefitted from the practice.
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